
 
 

 
 
Consumers are feeding a huge part of the data economy, but the value transfer from 
consumers to big tech is poorly understood. This series of blogs examines this value transfer 
from several viewpoints: how do consumers create the data, how does big tech benefit from 
the data, what is the value of the data, and how can consumers participate better in the value 
they create.  
    
Companies collecting and using consumer data – Google, Facebook, Amazon, Twitter among 
others - have astronomical market capitalizations.  Consumers generate all that data with their 
actions. Yet consumers don’t even understand all the ways they are handing over data and have 
no concept of the value they generate.  

 
Consumers generate data in myriad ways,  

• using web services such as search, e-mail, messaging and social media,  
• installing IoT devices that stream data into the cloud 
• using wearables that monitor their health data 
• making online purchases 
• using navigation systems that record where they are going  
• asking voice assistants to act on their wishes  

 
It’s become almost become impossible to take any action without 
creating digital data exhaust.  
 



While the total value of people’s data is hidden from them, it’s easily more than $1000 per 
person per year. That adds up!  For a household of 2 people, investing it at a 5% would return 
$25,000 after 10 years and $66,000 after 20 years!   
 

 

 
 
All that data ultimately ends up in the big data swamp, being bought, combined with other 
data, processed, used, and sold again, completely hidden from consumers.  
 
Consumers receive some of the value using the services. The service providers, however, are 
harvesting the lion’s share. Consumers also rarely find out that often, those data are used to 
their disadvantage. Consumer data is being used for price discrimination, service denial, job 
discrimination, and use of dark patterns1 to change their behavior. In addition to all these 
invisible uses, they suffer from the ubiquitous spam of junk mail, intrusive advertisements and 
robo calls.   
 
The 2-sided business model isolates consumers from the value creation  
 
The 2-sided business model2 used by these service companies effectively splits data markets: 
the business-side market and the consumer-side market. As many of the companies collecting 
the data have reached near monopoly status, consumers have little leverage to participate in its 
value. 
 



 

The business-side data market is fairly balanced, with multiple suppliers and a large 
number of users. Demand is driving supply, and the market appears to operate effectively. 
Companies making extensive use of consumer data have experienced dramatic increases in 
market capitalization, underscoring the value they derive from that data. Classical economists 
declare the services to be free digital goods3, and the value consumers receive to be consumer 
surplus4. In doing so, they ignore the value consumers return to the service providers in the 
form of their data.  In classical economics, goods and services are sold at the marginal cost of 
producing them. With digital services, the marginal cost is effectively zero5. This creates barriers 
to entry, leading to monopolies6.    
 
The consumer-side data market, in contrast, is completely unbalanced. There is no 
practical market role for consumers regarding their data. Consumers exchange data for services 
and receive no money in this exchange. Internet services have become life necessities. The 
monopolistic market position of service providers allows them to adopt a take-it-or-leave-it 
posture, as expressed in their terms of service.  
 
Let’s dive in and examine how the consumer data economy is working for consumers!  
 

• Section I: Feeding their captive digital twins - a review of the ways consumers give up 
their data.  

• Section II: How industries are extracting value from the data swamp – a look at how 
businesses derive value from consumer data.  

• Section III: How much value are you giving away? - a survey of indicators of consumer 
data value.  

• Section IV: Letting consumers share the value of their data – an exploration of some 
ways in which consumers could share more directly in the value they generate with 
their data.   

 



 
 
The preceding section gave an overview of the data economy, describing how consumers 
provide the foundation of a huge economy with little control and limited return.  This section 
dives into detail about the many ways in which consumers provide their data, creating and 
feeding their own digital twins over which they have no control.  
 
Sources of consumer data 
 
What are the sources of consumer data? Credit agencies have long collected consumer credit 
data to be used in a banking context. Using search data for advertising, Google was probably 
the first company to systematically collect consumer data and to monetize it in a context 
completely different from its collection. As suggested in a recent book7, this move was 
motivated by the need to survive the dotcom bust.  
 
Since then, a great variety of Internet services for consumers has been built, from e-mail to 
messaging, social media, news, entertainment, photo sharing, and many more. The service 
providers collect the transaction data from these services, as well as metadata such as users’ 
device types, locations, interaction behavior and more.   
 
The Internet of Things, connecting sensors and devices to the Internet, is another prolific 
and highly differentiated source of consumer data. Combining data from connected 
thermostats, entry doors and garage doors, light switches, security cameras, and other devices 
can create a detailed view of people’s home lives.  
 



Voice assistants and navigation systems add more layers of fine detail. The digitization 
of consumer services such as credit cards, banking, and e-commerce has created additional data 
sources.   
 
Wearables such as smart watches and fitness trackers finally are looking to track not just our 
health data, but also our moods and our interactions8 with others.  
 

 
 
All this data is flowing into the diffuse consumer data ecosystem – we’re calling it the data 
swamp - of data brokers, advertisers, and other users of consumer data. The leading big tech 
companies are creating and owning detailed digital twins of consumers.    
 
The data swamp 
 
The combination of different data types from a variety of sources creates focused insights. Data 
brokers acquiring data from many sources are one avenue for this data aggregation. Moreover, 
some dominant service providers are branching out into adjacent spaces, augmenting their 
existing data with new data types.  Google’s move from search into voice assistants and smart 
home services is just one example of this. Another example is Amazon’s entry into the 
pharmacy business.   
 
The abundance of data has created a vast ecosystem of data that is traded among many 
participants. In addition to using their own data, the big tech companies are deeply connected9 
with the data broker ecosystem in what could be called a data swamp. Mining all that data, 
the leading big tech companies create consumers’ digital twins with incredible detail.  Big 



tech’s monopoly-like market power and their strong-arm terms of service make it hard for 
consumers to liberate their digital twins.   
 
 
Raw data vs. actionable insight 
 
With their transactions, from using search, e-mail, social media, navigation systems and other 
Internet services, consumers create raw data.  That is, somebody searches for a product, 
mentions a vacation trip in their e-mail, drives to a particular location, or posts about a recipe. 
This data is sometimes called a natural resource.  
 
Like physical natural resources, this data is not useable in its raw form, it must be processed10 
to turn it into actionable insight. Individual raw data points are processed to become 
consumer profiles which are matched with application demands. In some cases, the data from 
entire user classes is matched with target demographics.  In other cases, profiles are used to 
target individuals with messages to influence their decisions.  
 
Historically, statistical analysis was the method used for most of this processing. More recently, 
the advent of artificial intelligence (AI) has enabled the processing of larger and more diverse 
data sets to deliver more differentiated and personalized results. Analyzing text, voice, and 
video data creates incredibly detailed consumer insights11, consumers’ digital twins.  
 

 
 
Thus, the value of actionable information depends on two components: the raw data and the 
algorithms to process the data. It can be argued that the raw data belongs to the consumers. 
The algorithms, however, are the tightly guarded intellectual property of the big tech 
companies.  Without either ingredient, there is no value. How much of that value should be 
assigned to the input data?  In the current environment, without a regulatory framework and 
with much of the data flows and value transfers hidden from consumers, the big tech 
companies retain the lion’s share for themselves.  
 
The next sectoin will examine how Big Tech and other companies extract value from the data 
swamp.  
 
  



 
 
What are the different uses by which enterprises extract value from consumer data? 
Advertising was the first application. Since then, the monetization of consumer data has spread 
to many other domains. A recent overview12 shows the use of consumer data across a wide 
range of businesses.  
 
Advertising 
 
Advertising is the earliest and possibly still the most dominant use of consumer data collected 
from Internet services.  Initially, the data fed traditional advertising channels, such as broadcast 
TV and print ads. With the growth of consumer Internet services, digital advertising is growing 
rapidly.  Going beyond targeting ads at large demographics, digital ads are increasingly 
customized to target individuals. The attention merchants13 gives a great overview of how the 
advertising industry feeds on consumer data.  
 
In 2019, $129B of digital ad spending represented 54% of total media ad spending14, with an 
expected increase to 67% in 2023. In the process, digital advertising has given rise to a gigantic 
ecosystem15 of marketing technology companies.  
 
 



 
 
Price discrimination of goods and services 
 
Consumer data is used for price discrimination, charging different prices to different 
consumers. In some cases, price variations based on data are related directly to the goods or 
services sold.  For instance, by letting insurance companies monitor their driving habits, 
consumers may receive discounts on their coverage. Health insurance premiums may be 
reduced based on data about physical activity.  Home insurance may be lowered based on 
monitoring equipment in the home. In these applications, the data collection and the resulting 
price changes are visible to consumers.  
 
In other cases, though, price discrimination is invisible and unrelated to the goods or services 
sold. Using algorithms to determine consumers’ willingness to pay16 for certain products mostly 
increases the prices, and increases the sellers' profits17. In the UK, an investigation18 has been 
started to determine whether the use of AI in pricing hurts consumers.  This kind of price 
discrimination, often used with consumer goods19 and services such as insurance20 or loans21, is 
not always illegal.  However, this largely invisible price discrimination can be unfair, for 
instance, by making decisions based on race or gender. In some cases, the discrimination may 
be subtle, such as targeting junk food ads22 at black and Hispanic kids. In pretty much all cases, 
this price discrimination is to consumers’ disadvantage.   
 
Service Denial  
 
Going beyond price discrimination, denial of jobs or services such as loans may make some 
enterprises more profitable. However, in many cases it results in cost and disadvantage to 



consumers.  For instance, 90% of employers23 are analyzing applicants’ social media during 
employment decisions. Some of this data may be relevant24. But as the amount and diversity of 
data used by AI algorithms increases, much of it likely is not25. AI algorithms tend to be opaque, 
and bias is pervasive26 and difficult to prove and prevent27.   
  
Product and service improvements  
 
Product and service improvements28 are decidedly beneficial uses of consumer data, for both 
consumers and enterprises. They result in better, more efficient, and safer products. They 
range from more focused search results and easier-to-use e-mail to smart thermostats and 
wearables that give health warnings. Data also enable personalized products29 that are more 
useful and fit better into consumers’ lifestyles. Monitoring social media about comments on 
products can have beneficial safety benefits. For instance, social media monitoring has given 
early warnings of adverse drug reactions30. The benefits of these types of data uses are hard to 
overestimate. 
 

 
 
Despite, or possibly because of, the absence of an effective consumer-side data market, many 
approaches to value consumer data are being explored. They are yielding an astonishing range 
of potential answers.  



Average revenue per user (ARPU)  
 
Average revenue per user (ARPU) 31  is a standard business measure originating in the telecom 
industry.  More recently, ARPU has become applied to digital services companies as well.  
ARPU is calculated by dividing a company’s entire revenue by the number of users.  
 
Some tech companies, for instance, Apple or Amazon, use extensive physical inputs. For such 
companies, it’s difficult to tease out the impact of data on their revenue. Their ARPU is not 
useful to evaluate the contribution of data to their revenue.  
 
Companies such as Google and Facebook, however, base their revenue almost solely on 
consumer data. For them, ARPU is a meaningful measure of the value created from consumer 
data. A recent report 32shows Google’s 2018 US ARPU at $256 / yr, with Facebook’s US and 
Canada ARPU at $112 /yr not far behind. If we could add up the ARPU of all services based on 
consumer data, the total value would probably pass $1000.   
 
To establish the value of the data component of the ARPU, the services’ operating cost must be 
subtracted. Advertising that is not personalized also contributes to the ARPU.  A study33 
suggests that " … opt-out user ads fetch 52.0% less revenue on the exchange than do 
comparable ads for users who allow behavioral targeting.” Another recent study34 by Facebook 
confirms a 50% efficiency loss of non-personalized ads. Consequently, a rough estimate of the 
data component of the ARPU is about 50% of (ARPU –operating cost per user). Given the rapidly 
declining operating cost and the increasing profit margins of the leading services, the data 
component of their ARPU must be sizable, if still hard to quantify.    
  
Opportunity cost of using Internet services 
 
The opportunity cost35 of an activity is the “forgone benefit that would have been derived by an 
option not chosen”. For instance, the opportunity loss of attending a football game is the 
amount of money that could have been earned by going to work instead. Naturally, there are 
many enjoyable ways to spend time other than going to work.  
 
Sometimes, the social media economy is called the attention economy36. In that view, the 
opportunity cost is the value of consumers’ attention. Defining the value of consumer data as 
the opportunity cost of using digital services yields remarkably high values.  
 
One 2019 report37 arrives at this estimate:  “A conservative estimate from a couple of years 
back suggests that users spend about 20 hours a month on Facebook. Since the current average 
wage is $27.71, this calculation indicates that people roughly value the site by about $6600 over 
the entire year.”   
 
A more detailed  academic study38 of 2017 data uses an economic concept called consumer 
willingness to accept (WTA), “the monetary compensation needed to compensate for losing 



access to various goods”. The study reports that people in the US would ask to receive $17,530 
for giving up search engines for a year, and $8,414 for giving up e-mail, among other services!  
The $25,944 for just these two services represent about 40% of the median 2017 US pre-tax 
household income39 of $63,761! This begs the question whether WTA is a realistic way to assess 
the value of consumer data. Just for one comparison, let’s look at replacement cost. The 2020 
cost for one year of a personal e-mail service (personal DNS domain + privacy protection + 
hosting of 5 e-mail addresses) is about $135.  Finding an alternative for search, though, would 
be more difficult40.  
 
Advertising  
  
A great deal of the value of consumer data is derived from targeted advertising. The total 2019 
advertising spending in the US is estimated41 to be $328B, with $129B accounting for digital 
advertising. Considering the 278M US residents42 older than ten years as advertising targets 
yields $464 digital advertising spend per person. Most digital advertisements are personalized. 
Estimating the consumer data value contribution as above -- 50% (ad spend –operating cost per 
user) -- would result in about $200 / yr.  
 
 Data brokers 
 
 Once data has been collected, some of it is being traded on the business-side data market in a 
vast network of data brokers43, a $200B global industry44. Assuming that half of that industry is 
US-based results in an industry volume of $360 / person older than ten years.  
The per-person cost45 of an individual data transaction, for instance for a single ad, is quite low, 
about $0.15 for a male, and about $0.14 for a female.  However, the total number of 
transactions is very high. An interesting detail in the study shows how individual consumer 
attributes such as age and income contribute to the price.  
 
An example of long term value of consumer data is an estimate46 that an e-mail address is 
worth on average $89 to a brand over time, less for retail ($84) and more for a travel brand 
($251). No wonder it’s so hard to stop junk mail! Many web sites require an e-mail address to 
provide “free” information, extracting a substantial value! The volume of junk mail we all 
receive reflects the value of those addresses combined with our profiles!  
 
Looking at the cost of customer acquisition, the purchase of Linkedin by Microsoft47 48shows an 
even higher value: “Globally, LinkedIn had 433 million registered users and approximately 100 
million active users per month before the acquisition. Simple arithmetic tells us that Microsoft 
paid about $260 per monthly active user." 
 
Data protection services  
 
While individual consumers have almost no power in the consumer-side data market, small 
companies are trying to change that by aggregating consumer requests to remove their data 



from data brokers' databases. The price these companies are charging is a proxy for consumer 
data value.  Here are some examples 

 

Service Databases 
addressed 

Annual cost  

DeleteMe 30 $129 

PrivacyDuck basic 91 $499 

PrivacyDuck VIP 190 $999 

 
These prices indicate how consumers value their privacy, providing a supplier perspective of the 
consumer-side data market.  
 
Big tech buying data from consumers   
 
In addition to sweeping up data from consumers’ interactions with their services, Amazon and 
Google are paying consumers to give them data above and beyond their service transactions. 
What looks at first like a benefit to consumers is in fact a clever market research program to 
find precise data to attack whatever competitors are left!  At the same time, though, these 
programs are a measure of consumer data value.  
 
Amazon49 has started to pay consumers for data about purchases they made from stores other 
than Amazon.  People can receive $10 every month in which they send Amazon 10 receipts for 
non-Amazon purchases. As most people will send photos taken with their mobile phones, the 
image metadata contains additional information, such as the phone used and the location 
where the images were taken. Consumers also can earn rewards for answering surveys. 
However, those “rewards” for the submitted receipts and survey answers are not unrestricted 
cash: they can only be used to cover an Amazon balance or for charity.  
 
Google50 also has a program to reward people for answering surveys. The frequency of the 
surveys depends on the profile of the people taking them and on the value of the data they 
provide. In Google's case, though, people can reap their rewards as cash through Paypal, in 
addition to applying them in the Google play store.  
 
Discounted product bundles  
 
Yet another approach to determine the value of consumer data is to look at how adding Alexa 
data collection to product bundles reduces their cost. In December 2019, NY Times Wirecutter 
listed some discounts51 in which buying smart home devices combined with Alexa results in 
prices lower than without it. Here’s a sample:  
 



 
Bundle Street 

price 
Deal price Alexa Data 

Discount 
      $ % 
Ring video doorbell pro + Chime 
Pro + Echo Show 5 

$300  $180  $120  40% 

Lutron Caseta wireless smart 
lighting dimmer switch starter kit 

$100  $80  $20  20% 

Wemo mini smart outlet $25  $16  $9  36% 
iRobot Roomba 675 $270  $200  $70  26% 
SimpliSafe home security system - 
essentials kit 

$260  $130  $130  50% 

 
 
Consumer data value – summing up   
 
Reviewing all these approaches to value consumer data, it appears a sure bet that its aggregate 
value is at a minimum $500 per person per year, and likely higher than $1000 per year. What’s 
missing is a comprehensive and efficient market to let consumers participate in that value.    
 

 
 
The increasing awareness of consumer data exploitation has motivated proposals to share 
more of that value with consumers in monetary form, not just as services. The discussions are 
evolving around three approaches: a data tax, data unions, and data clearinghouses.  



 
Data tax  
 
A data tax is the simplest, but least flexible and market-oriented approach. Taxes on natural 
resources owned by communities have well-known precedents. For instance, in Alaska, oil 
companies pay taxes into the Permanent Fund52. The people of Alaska receive about $1500 
each from this fund every year.  
 
With data considered natural resources, why not tax their use? Chris Hughes, a co-founder of 
Facebook, suggested53 that companies whose profit strongly depends on their use of consumer 
data pay a tax. A 5% tax on their revenue could yield more than $100B a year, or about $360 for 
every American adult.  
 
While simple in concept, this approach could prove complex in practice, as well as controversial 
from a legal perspective. Would national governments collect this tax? Would the tax be 
collected at the service source or at the place of consumption? What are the criteria to select 
the companies to be taxed? Would all have to pay the same percentage of their revenue? How 
would the revenue be distributed to consumers?  These questions would draw extensive 
discussion, lobbying, and legal challenges. The complexity of the political environment and big 
tech’s power make this a difficult approach to pursue.  

 
Data unions  
 
Data unions that negotiate on behalf of consumers represent a somewhat less top-down and 
more market-oriented approach. It would model the consumer-side data market similar to the 
labor market. The concept that data is labor54 has been receiving quite a bit of discussion55 
recently.  It is mentioned in a leaked draft of a forthcoming European Data Governance Act56, 
stating that “ …(27) …data cooperatives as intermediaries between data subjects and potential 
data users in the economy … “.  Andrew Yang proposed a data tax57 in his 2020 presidential 
campaign. Pursuing this approach, agents negotiate on behalf of large groups of consumers 
with data users. A legal framework may require legislation similar to the National Labor 
Relations Act58 of 1935.  Just as labor union members, data union members would have to be 
ready to go on strike to back up their negotiators. The monopoly position of the biggest of the 
big tech companies in their fields would make this a difficult negotiating posture.  
 
Data clearinghouses  
 
In yet another, more market-oriented approach59 to the consumer-side data market, 
consumers voluntarily pool their data in clearinghouses that like today’s data brokers, but on 
behalf of consumers.  Rather than operating as a collective, clearinghouses act as personal data 
managers.  
 



Several start-ups are exploring ways to mediate between consumers and data users, trying to 
aggregate data from enough consumers to create a critical market mass. 

•  Streamr60 is proposing a decentralized platform to monetize consumer data.  
• Universal Data Income61 (UBDI) wants to sell only the insights from consumer data, not 

the data itself.  
• Ocean Protocol62 in contrast wants to sell consumer data to AI companies. 
• Polypoly63 wants to build a distributed architecture for consumers to rent their phones’ 

unused computing capacity to enterprises. Consumer data Is processed locally, only 
results are transmitted into the cloud.  Consumers are compensated for their data and 
the use of their computing capacity.    

• Killi’s paycheck program64 wants to allow consumers to share specific personal data in 
return for a weekly cash payment.  

 
These startups are the tip of the iceberg of creative approaches being explored in the 
marketplace. Modern cryptographic technologies such as crypto tokens65 and blockchain66 can 
enable solutions that have become technically feasible only recently.  
 
Creating a level playing field  
 
Consumers usually are at a distinct disadvantage when their interests conflict with corporate 
interests. In cases where the power imbalance proves to be too uneven, governments 
sometimes step in with laws and regulations to level the playing field a bit. Examples are 
warranty laws or laws about information disclosure.   
 
Consumers have long had access to their credit agency data67 as well as the resulting credit 
ratings. This access includes the ability to correct erroneous data and to freeze68 their credit 
records to reduce identity theft. The credit reporting industry did not volunteer this access. The 
1970 Fair Credit Reporting Act69 requires it.  
 
While the use and misuse of consumer data have exploded during the last decade, only recently 
have the associated problems started to receive public attention.  
 
Despite significant push-back by big tech, governments have started to create regulatory 
frameworks to increase the consumer data transparency, and to give consumers a measure of 
control over their data.   
 
In 2016, the EU has issued the General Data Protection Regulation70 (GDPR), a comprehensive 
and complex regulatory framework. It requires opt-in by consumers for data collection and 
promises them access to their data, including an ability to correct errors. It requires that the 
data is only used for the purpose stated at opt-in. The GDPR also includes the right to be 
forgotten71, requiring the deletion of outdated data or data for which the consumer has 
retracted permission. The implementation of the GDPR is still evolving.  Major lawsuits72 are 
ongoing to clarify its practical impacts. Contention results from the fact that the GDPR 



nominally just applies to EU countries, but the Internet is global. Many affected services reside 
in the US where regulations to date are weak.  
 
Regulation in the US is starting as well. The 2018 California Consumer Privacy Act73 (CCPA) does 
not require opt-in permission for the data collection. Instead, it has fairly comprehensive rights 
about access, the ability to delete data, a right to opt-out from the sale of data, and a right to 
non-discrimination.  
 
Over the last year, antitrust discussions and lawsuits by US and European governments about 
the monopolistic behavior of some big tech companies have intensified. The outcomes will 
definitely change the associated industries. Combining regulatory support with creative 
approaches in the marketplace has the promise to give consumers more control their data and 
to allow them to participate more equitably 
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